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American adults, for example, now use the Internet, as well as over 2 billion people worldwide. 5 The future of the U.S. cyber workforce must consider this great paradigm shift. Increasingly, we encounter "cyber" in our everyday lives: newspapers are online, automobiles contain computerized systems, critical infrastructures such as water, electricity, and communications are networked.
Nearly every facet of life has been digitized. Cyber applications impact Federal, state, local, and tribal governments, and businesses depend on cyber-literate employees. Therefore, this paper addresses the need to increase and improve cyber education in the United States while also assessing the centrality of cyber literacy to all levels of education and American society.
Solutions to the cyber workforce problem are out- 
Scope of the Problem: existing Pipelines
Within government, industry, and academia, it is universally acknowledged that the cyber workforce The University System of Maryland (USM) Cyber Security Task Force lists "expanding the pipeline for cyber careers" as an actionable recommendation in its 2011
report. 8 Clearly, awareness exists that the current cyber workforce is inadequate.
Before discussing the growth of the cyber workforce, we must develop and agree upon a clearer definition as to who is a member of the cyber workforce. Currently, no specific occupational series identifies Federal cybersecurity positions. In fact, the Government Accountability Office (GAO) lists 17 different occupational series commonly used to label such workers, and this does not even include the uniformed military. 9 As a result, Federal agencies often release highly conflicting information when asked about the size of their cybersecurity work- 
need for a Common framework and lexicon across federal agencies
Since cybersecurity is a relatively new field, there is no common lexicon or framework for understanding and defining cyber workforce job descriptions. A common lexicon is necessary to assess the true state of the cyber workforce and to model its proper growth. When positions and career paths linking these together are better codified, not only will it become easier to retain talent, but the scope of the workforce problem will become clearer as well.
Such a framework was proposed by the National Initiative for Cybersecurity Education (NICE) in 2011.
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The stated aim of the NICE Cybersecurity Workforce
Framework is to "put forth a working taxonomy and common lexicon that can be overlaid onto any organization's existing occupational structure." The NICE framework organizes positions within the cyber workforce into seven high-level categories under which it groups workers who share major job functions (testing and evaluation, systems administration, and so forth) and finally lists sample positions beneath each. The major categories and sample positions are shown in table 1.
Some overlap does exist between certain categories.
Immediate incident response, for example, falls under both protect and defend as well as the investigate categories, and network system design, construction, and maintenance all require systems security analysts since networks must be tested both upon launch and continuously throughout their lifespans to ensure viability.
NICE recognizes that the existing framework is a work in progress and seeks to refine it through input from academia, business, and nonprofit organizations. Cyber is a growing field and new positions and fields can be added to the framework as technological change alters the landscape of various cyber disciplines. NICE encourages feedback regarding the usefulness of the framework and any inadequacies or suggested improvements.
Cybersecurity at the State, local, and tribal levels
There are several important reasons why state and local jurisdictions are on the frontlines of cybersecurity. Contractors and third parties that service and connect to government networks must also be part of any solution. What is needed is a comprehensive framework that can be modified depending on the budgetary outlook for a given fiscal year and the current threat environment. Any new framework must not simply be a "check-the-box" bureaucratic exercise, but must be agile and fully evaluate the risks.
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Stronger Cyber education: not only a "Pipeline" But also an "ecosystem"
Any discussion of cyber education needs to take place at two levels. The first deals with the "pipeline"-that is, the direct channels that will ensure a states that were once able to attract cyber talent with generous benefits packages are no longer able because of fiscal realities 24 Among the causes are that teaching quality in STEM disciplines often suffers as faculty prioritizes research that contributes to tenure track and grant funding in many institutions.
In addition, the lack of mentorship and research opportunities for undergraduates also discourages many. Proper preparation is also cited as a problem: many high school students seeking to enter STEM fields are unprepared for the scientific and highly technical course material they encounter as freshmen. At the high school level, a shortage of qualified teachers means that students are not exposed to programming or computer science, which means that by the time they reach the undergraduate level, many have already chosen a course of study and mapped out their degree path (and cyber is not part of it).
Cyber is a wider discipline than simply the STEM fields, and professionals with backgrounds ranging from the social sciences to business and the arts will be needed in Continuous, which is a similar challenge, but during a 4-month league rather than tournament format.
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Whom should these competitions target? According to the director of the U.S. Cyber Challenge, these competitions should aim to attract students in non-STEM fields.
Many of these students have skills, but due to misconceptions about "technology," they are reluctant to participate.
Nevertheless, after joining, many of these students have found success in Cyber Challenge and other competitions.
In fact, marketing, communications, arts, and business majors, all of whom are disproportionately underrepresented in cyber and STEM fields, have done quite well in various cyber competitions over the years.
Concluding thoughts
Both the pipeline and ecosystem need to be improved to increase the size of the cyber workforce and better prepare the United States for future security challenges. Should current trends hold in the future, cyber will be even more interwoven into the fabric of everyboth the pipeline and ecosystem need to be improved to increase the size of the cyber workforce and better prepare the United States for future security challenges The Center for Technology and National Security Policy (CTNSP) within the Institute for National Strategic Studies helps national security decisionmakers and their staffs understand emerging impacts of technology and integrate them effectively into policies through research, teaching, and outreach. CTNSP supports the Department of Defense leadership and Congress while also encouraging wholeof-government and public-private collaboration. 
